news and analysis

Patent Office Rules Allow Simple
Access to Tax, Financial Data

By Warren Rojas — wrojas@tax.org

In a practice that brings up serious personal
privacy issues, the U.S. Patent and Trademark Of-
fice (USPTO) routinely makes available to the pub-
lic tax returns and other personal information about
inventors, an investigation by Tax Analysts has
revealed.

Few inventors are aware that their tax and finan-
cial records, which they are often required to submit
to the USPTO if they fall behind on their patent
maintenance fees, are available for public inspec-
tion.

During recent trips to the USPTO file information
unit in Crystal City, Va., Tax Analysts retrieved
more than a dozen patent files on inventors from
across the country that contain individual and joint
federal tax returns, wage and withholding reports,
monthly bank statements, Social Security Adminis-
tration benefit statements, credit reports, and mort-
gage foreclosure warnings. Included in those docu-
ments are names, Social Security numbers, credit
card numbers, bank account numbers, home ad-
dresses, income data, mortgage histories, and stu-
dent identification numbers.

IRS and Treasury officials maintain that informa-
tion obtained by other government agencies — in
this case, taxpayer-furnished data sent to the
USPTO in return for commercial protection — is
exempt from the stringent antidisclosure provisions
in section 6103 of the tax code.

“There are significant privacy concerns, but they
don’t have anything to do with [section] 6103,” a
Treasury counsel said. Other tax officials remained
baffled by the disclosure issue, questioning whether
the USPTO policies run counter to the Privacy Act
of 1974 (P.L. 93-579), section 6103, or both.

At least one inventor was floored that his finan-
cial records were out in the open. “I'm totally out
there exposed, and I don’t know how to shut it off,”
he said.

Another inventor was equally jarred by the dis-
closure, but said, “I don’t want to cause any more
grief with the patent office than I've already got.”
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Full Disclosure and Zero Discretion

USPTO spokesman Richard Maulsby said the
USPTO is required to make patents part of the
public record under 35 U.S.C. 122(b). The statute
requires the publication of all patent applications
within 18 months of filing to preserve the “public
interest.”

Tax Analysts reviewed the Manual of Patent
Examination Procedures (MPEP) and confirmed the
18-month publication rule. But the MPEP would
seem to suggest that the USPTO is obligated to
publish only those documents deemed “material to
patentability.”

According to the USPTO manual:

Each individual associated with the filing and
prosecution of a patent application has a duty
of candor and good faith in dealing with the
Oftfice, which includes a duty to disclose to the
Office all information known to that indi-
vidual to be material to patentability as de-
fined in this section. The duty to disclose
information exists with respect to each pend-
ing claim until the claim is cancelled or with-
drawn from consideration, or the application
becomes abandoned.
The manual also notes, however, that:

There is no duty to submit information which
is not material to the patentability of any
existing claim.

The issue of materiality appears most relevant
once nontechnical information becomes a part of
the existing patent file.

Maulsby said inventors who fall behind on their
maintenance payments, which are due at the 3%-,
7%-, and 11%2-year marks after the patent is granted,
are occasionally required to submit confidential
information to validate claims of financial hardship.

Maulsby said inventors who fall
behind on their maintenance
payments are occasionally required to
submit confidential information to
validate claims of financial hardship.

“If people are having a problem with their main-
tenance fee, there is a procedure whereby they can
request a waiver,” he said. “And in conjunction
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with that, it may be that they have to provide
documentation that would involve financial
information . . . medical records and that kind of
thing.”

Maulsby stressed, however, that “the office never
asks for or requires sensitive information like Social
Security numbers or account numbers that could
lead to identity theft.”

Of course, if unnecessary financial or personal
information trickles through, it still goes into the
patent file.

Retired inventor David Brown said he stumbled
on the disclosure issues while waging his own war
against the maintenance fee structure at the USPTO.
Brown ultimately lost one of his patents after he
declined to submit myriad income and expenditure
reports to validate his claims of financial hardship,
but during the process he realized that other inven-
tors” personal financial information is exposed.

According to Brown, the fastest way to find
taxpayer data is to seek out the files of financially
distressed inventors forced to file a Petition to
Accept Unavoidably Delayed Payment of Mainte-
nance Fee in an Expired Patent (37 CFR 1.378(b))
[Form PTO/SB/65].

Brown said he pulled roughly 800 of those files
during one trip to the Patent Office’s file informa-
tion unit and departed with more than 1,700 pages
of sensitive information about inventors. “Just find
out who's had to file this form. Once you do that,
you know that when you look at their patent
wrapper it’s going to be personal information,” he
said.

Brown said he pulled roughly 800
files during one trip to the Patent
Office’s file information unit and
departed with more than 1,700 pages
of sensitive information about
inventors.

A Freedom of Information Act request filed by
Tax Analysts turned up over 150 patents with
attached PTO/SB/65 petitions filed since the begin-
ning of 2005. Brown said his own FOIA requests
netted roughly 850 petitions filed from 1995
through 2000 and have continued to identify
roughly 300 filers per year over the past five years.

Brown attempted to litigate the USPTO mainte-
nance schedule and disclosure policy in late 2003,
but eventually settled out of court. As part of the
deal, the USPTO agreed to attach a privacy act
statement to every information request by 2007 — a
minor victory in Brown’s estimation.

According to Maulsby, only three petitioners
have logged complaints against the USPTO for
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potential identity theft violations. However,
Maulsby said the agency has decided to defuse the
disclosure issue by warning inventors to better
secure their confidential information.

“There has always been a process whereby you
can ask that certain information ... would not be
part of the file,” Maulsby said. “But we have not
done the kind of job that we should do in terms of
publicizing that, and we are taking steps to correct
that.”

The USPTO added a prominent anti-identity-
theft warning to its Web page timed to coincide
with an intellectual property rights conference that
took place at its Alexandria, Va., headquarters on
August 12. Maulsby said USPTO help-desk opera-
tors and aides at the nationwide patent depository
libraries are also being trained to warn inventors
about the importance of deleting sensitive informa-
tion from their filings.

‘I understood it was confidential
information,” one inventor said. The
USPTO ‘requested this

information . . . they said you have to
prove everything.’

Maulsby added that the Office of the Commis-
sioner of Patents plans to make several recommen-
dations about the long-standing disclosure policies
to the USPTO director by September 15.

The proposed changes appeared to provide little
comfort to inventors previously unaware that they
had to specifically ask to keep their financial
records off limits.

“T understood it was confidential information,”
one individual said. The USPTO “requested this
information . . . they said you have to prove every-
thing.”

Another complained about spending over four
hours on the phone getting bounced between vari-
ous USPTO departments without being able to
contact anyone who knew how to remove the
critical data from his file.

“Most people don’t even understand the prob-
lem,” he said. “It’s discouraging.”

For Public Inspection
The sensitive legal and financial information Tax
Analysts uncovered includes:

e several years” worth of individual federal tax
returns as well as retirement statements (IRS
Forms 1099-R) for the widow of a Connecticut
inventor;

e multiple tax refund intercept notices (name,
SSN, civil penalty seizure amounts) from the
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U.S. Treasury and the Colorado Department of
Revenue sent to a Michigan inventor;

e identifying information for 11 employees
(names, SSNs, payroll history) on state quar-
terly wage and withholding reports filed by a
California small-business owner;

e annual benefit statements from the Social Se-
curity Administration (SSNs, net benefits),
joint federal tax returns (SSNs, income data),
and monthly bank statements (daily account
balances) for a Texas couple;

e an Equifax credit report (name, age, date of
birth (DOB), home address, SSN, credit card
and bank account numbers) for a California
inventor;

¢ a Canadian passport scan (name, DOB, pass-
port number) for the wife of an Ontario inven-
tor, along with copies of a dependent’s tuition
bills (student ID, home address) and the fami-
ly’s monthly mortgage statement (mortgage
history, bank particulars); and

e a foreclosure warning (name, mortgage infor-
mation), multiple child support enforcement
notices (name, past-due amounts), a full credit
report, and several years” worth of joint federal
and corporate tax returns for an Arkansas
couple.

Tax Analysts is making available a sample of the
documents that were obtained from the Patent
Office. Those documents, which have been redacted
to remove all personal, tax, and financial informa-
tion, are available at Doc 2005-18316.

No one in the Patent Office’s file information unit
objected when the above documents were taken
from their folders and photocopied (25 cents per
page) at one of the 30 industrial copiers that domi-
nate the USPTO research center, which is open to
the public.

The copy machines are typically staffed by sev-
eral patent researchers, many of whom told Tax
Analysts they copy patent files for eight hours a
day, five days a week — often without stopping to
question their client’s motive or examine the mate-
rials.

Sympathetic Ears, Tied Hands

One attorney familiar with privacy issues labeled
the USPTO disclosure policy “fascinating,” suggest-
ing only that the interaction between the various
privacy laws and mandatory publishing statutes
might deserve closer examination.

“The [antidisclosure] statutes and the [USPTO]
regulation appear to be at least in tension with each
other, if not in outright conflict,” the privacy lawyer
said.
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Christopher S. Rizek, a former Treasury associate
legislative counsel and now a partner at Caplin &
Drsydale in Washington, urged caution as well,
saying that “the [USPTO] statute . . . really needs to
be interpreted much more narrowly by USPTO —
or modified by Congress.”

National Taxpayer Advocate Nina E. Olson said
her office would investigate the matter, but stopped
short of calling for an immediate legislative fix.

Olson said her office would
investigate the matter, but stopped
short of calling for an immediate
legislative fix.

An IRS spokesman cited a pair of legal decisions
— Stokwitz v. Dept. of the Navy, 831 E.2d, 893 (9th Cir.
1987), cert. denied, 485 U.S. 1033 (1988); and Office of
Legal Counsel Opinion 79-30, May 11, 1979, S. Rep.
No. 94-938, 94th Cong., 2nd Sess. 331, 1976-3CB 369
(1976) — as confirmation that “tax data that does
not come from IRS files, directly or indirectly, isn’t
subject to section 6103.”

Case law or not, former IRS Commissioner Don
Alexander urged the administration to take the lead
and protect inventors from further embarrassment.

“Treasury should take this matter up with [the
Department of] Commerce, explain the problem, and
ask Commerce to instruct the Patent Office not to
make tax returns (and any tax return information)
public. That should stop this practice,” he said. m
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UNITED STATES DEPARTMEiu - OF ﬁ'ﬂl’MMERCE
Patent and Trademark Office
ASSISTANT SECAETARY AND COMMISSIONER

Sr," ot ™ OF PATENTS AND TRADEMARKS
Washington, D.C. 20231

COPY MAILED
G

SPECIAL PROGRAMS UFFICE
DAC FOR PATENTS

This letter is in response to our recent telephone conversation that you initiated on Tuesday,
During the conversation you continued to complain about the information the
Patent and Trademark Office (PTO) was requiring you to submit in order to decide whether to
grant your petition to accept payment. of a late maintenance fee.

At the outset, let me note for the record that the PTO has spent untold hours assisting you both
over the telephone and in person as to what is needed and why. However, you continue to talk
about your husband’s passing as well as the loss of your home. Unfortunately, this is not the type
of evidence needed to decide your petition. | should also like to note that we have now twice
considered your submiissions and are permitting you yet another opportunity to supply the required
evidence. Our normal practice, as set forth in the regulations, is to permit petitioner only two
opportunities to reinstate an expired patent.

The decision mailed to you at the above address and dated (U carly sets forth the
information, which is needed. In order for the PTO to grant your request we need two (2) items of

information. First, you need to show that prior to his passing, your husband had initiated a
system to insure timely payment of the maintenance fee. To date, this has not been shown..
For example, if your husband had requested his patent attorney to pay the maintenance fee when
due, this would serve to meet this requirement. A statement by the attorney would be acceptable.
Secondly, you must provide evidence that even though a system to pay the maintenance
fee was in place, there was no money between the critical dates ofbthrough
Quite simply, if your husband did not have a system in place to insure timely

payment of the first maintenance fee, the fact that you did not hdve any funds to pay the fee is
immaterial.

This letter is being sent to you, as a courtesy to set forth in pfain language what documentary
evidence you must present in order for the PTO to decide your petition. Further telephone calls
regarding this matter will not provide the documentary evidence that is required. | urge you to
devote your time and energy to provide this evidence, as we can only consider the written record.

This communication is being made of record in the patented file. Furthermore, note that the tume

period for response continues to run from the date of th.jemsnon

Sincerely,

el (F (L tomenilicn

Manuel A. Antonakas, Director
Office of Patent Policy Dissemination



DOCUMENT SERVICE
Doc 2005-18316 (4 pgs)

l l | | l l "‘ IRS Usn Oniy—Do not writs or stapls in this space.

U.S. Individual income Tax Declaration OMB No. 1545-0836

Form 8453 for Electronic Filing
Department of the Treasury For the year January 1 — December 31, 1986 1996
internal Ravenue Service » See instructions

L | Yourfirstname and initial Last name Your social security number
Use the Q
IRS label. g | 'fajointreturn, spouse'sfirst name and initial Lastname Spouse's no.
Otherwise, L .
please H | Hgme address (number.andstreet). If a P.O. box, see instructions. Apt. no. Talephone number (optional)
printor E
type. 2 te, and ZIP code For Paperwork Reduction

ActNotice, see Instructions.

Tax Return Information (Whole dollars only)

1 Totalincome (Form 1040, line 22; Form 10404, line 14; Form 1040EZ, line 4) 1

2 Total tax (Form 1040, line 51; Form 10404, line 28; Form 1040EZ, line 10) | . 2

3 Faderalincome tax withheld (Form 1040, line 52; Form 1040A, line 29a; Form 1040!32 lma 7) 3

4 Refund (Form 1040, line 60a; Form 10404, line 31a; Form T040EZ, line 11a) L. 4

5 Amountyou owe (Form 1040, line 62; Form 10404, line 33; Form 1040EZ, line 12) 5

) Direct Deposit of Refund (Optional - See instructions.)

Attach . ’
CopyB [ The first two digits of the routing number
O | 6 Routing number w mustbe 01 through 12 or 21 through 32.
w-2, .
W-2G, | 7 Account number w
and
1099-R
here. 8 Type of account. @  Checking D Savings

| Declaration of Taxpayer (Signonly atter Part|is completed.)

9 m | consent that my rafund be directly dapositad as designatad in Part |l, and declare that the infarmation shown on lines 8 through 8 is corract.
If | have filad a joint return, this is an irrevocabis appointmant of the othur spouss as an agsnt to racaive tha rafund.

D | do not want direct deposit of my refund or am notraceiving a refund.

it 1 have filed a balance due raturn, | understand that if the IRS does notracaive full and timely paymant of my tax liability, § will remain liable for the tax
liability and all applicable interast and panaities. it | have filed a joint Faderal and stats tax return and thern is an error an my stats rsturn, [ undarstand my
Foadsral return wilt be rejectad.

Undar penaltiss of parjury, | daclara that the infarmation | have givan my ERO and the amounts in Part | abave agras with the a ts on tha corresponding

fines of tha elsctronic portion of my 1988 Fedsralincome tax raturn. To the best of my knowisdge and belis{, my return Is trus, correct, and compliste. |
cansent to my ERO sending my retum, this declaration, and accompanying schedulas and

ts to the IRS. | also consent to the IRS sending my ERO

and/or transmitter an acknowiladgemaent of racaipt of tr. ission and an indi of whethsr or not my return is acceptad, and, if rejactad, ths reason{s)
for the rejection. if the pr ing of my return or rafund is dslayad, | authorize the IRS to discloss to my ERO and/ar transmitter tha rsason(s) for tha delay,
or whan ths rafund was sent,

Sign }
Here Spouse’s signaturs (if joint raturn, BOTH must sign) Date
[Part I¥]  Declaration of Electronic Return Originator (ERO) and Paid Preparer (Seeinstructions.)

t daclare that | havae raviewed the above taxpaypr's return and that the entries on Farm 8453 are compiete and corract to the best of my knowledge. it |am
only a collactor, | am notrespansibla for reviewing the return and only daclare that this form accurately refiscts the data on the return. The taxpayar will have
signad this form befora | submit the return. | will give the taxpayer a copy of all forms and information to be filad with ths IRS, and have followed all other
requiramants in Pub. 1345, Handbook for Elactranic Filers of Individual Income Tax Raturns (Tax Year 1988), if | am also the Paid Preparar, under penalties of
perjury, | declara that | have examined tha above taxpayer’s return and accempanying schedulas and statamants, and to ths bast af my knowledgas and beliaf
they ara trus; corract, and compiate. This declaration is based on all information of which | havs any knowladgs.

i Chack if g': Chack E Your social sacurity numbaer
, ERO's also paid if solf-
ERO'S signaturs preparer smployad

USG Firm's name ( EIN
if saif-employe
Only

and addrass ZIP cod__—

Undar penaltias of parjury, | daclare that | have axamined the abova taxpayer’s return and accompanying schiedules and atatamants, and to the bast of my knowisdgs
and baliaf, thay ara trua, correct, and complete. This daclaration is based on ail information of which | have any knowlsdge.

Date
Praparar's %
Paid signaturs

Check U ’ Praparar’s goclat security no.

it seif-
| amployed |
] Firm's nams {(ar yours
Pmparer 8 i salf-employad) ? EIN
se Oﬂ‘y and addross ZIP cade

KBA Form 8463 (<

Frrm GARD {1906 EORARE Y 1,43



tax
R Sy = DOCUMENT SERYICE
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' QUARTERLY WAGE
 FRR e e ot curers AND WITHHOLDING REPORT

DEE : PLEASE TYPE THIS FORM PER INSTRUCTIONS ON HEVERSE

Ty Mk s Wup Fupart evan ¥ peo M a0 yoyred, ¥ s Mt np pupwll, e v s 1ovy C

E‘ Lﬂ Poom o = L x DELINQUENT IF —
QUARTER 3 DUE NOT POSTMARKED YR QTR
ENDED 06 30 98 07 01 98 ORReEceveDBY (7 31 98 ; 98|l 2

EMPLOYER ACCOUNT NO.

DO NOT ALTER ‘THIS AREA - !

e =k O w0 A

M. Day wig
EFFECTIVE
DATE
A. DMPLOYEER 1UB time und DIt tima who worked durlng of

tacmived Pay 10¢ (NG payvoll period  which includes the
T2 of the momh,

131 Mo. 2ndMa. 3rd Mo,

Chack tha um'll Vou ara teporting ONLY Voluniawry Psn O weges en This page. 4 5 6
Report PIT W#c and PIT Withveld, It apiropriata. (Ses matructions for e §.)

BD : i c.D D.D

€. 3QCIAL SECURITY NUMBER F. EMPLOYEE NAME (FIRST NAME, M.1,, LAST NAME)
G, TOTAL SUBJECT WAGES : . PiT waORS L PIT WITHHELD o
: \ 64 6 S 84 6 3 0:00
€. SOCIAL SECURITY NUMBER ¥,  EMPLOYEE NAME {FIRET NAME, M.L, LAST NAME)
O.  TOTALBUBJECT WAGES : M. PIT WAGES 1 T mtweteeen :
. f- 2704:69 2704 69 25:8
, E. SOCIAL SECURITY NUMBER F. EMPLOYEE NAME (FIRST NAME, M.I., LAST NAME)
’ TOTAL SUBJECT WAGES : N, PIT WAGES : L AT wiTHRELS :
: 164594 164594 ' 0:00
L. GOCIAL SECURITY NUMBER | EMPLOYEE NAME {FIRST NAME, M., LAST NAME]
1.s. TOTAL BUBJECT WAGES : M. PIT WAGES . 1 PIT WITHHELD !
: 1799: 76 1799{76 €:87
E. SOCIAL SECURTTY NUMBER f.  EMPLOYEE NAME (FIRST NAME, M.I., LAST NAME)
YOTAL SUBJECT WAQES : h, PIT WAGES : t. PIT WITHHELD :
: 782:01 ‘ 782:01 0:00
£, SDCIAL SECURITY NUBMBER F. EMPLOYEE NAME (FIAST NAME, M1, LASY NAME)
G.  TOTAL SUBJECT WAGES : H, PIT WAGES 1 PIT WITHHELD
£ SOCIAL secfgmrv HUMBER F. EMPLOYEE NAME (FIRST NAME, M.l., LAST NAME)
G, TOTAL SUBJECT WAQES . H. MY WaAGES 1 PIT WITHHELD
4. TOTAL Su!.l!cv WAGES THIS PAGE K. TOTAL PIY WAQES THi5 PAGE L. TOTAL PIT WITHHELD THIS PAG!
6997:09 . 6997:09| 32 70|
anmo TOTAL GUBJRET WAGES 1N, aRano TaTAL PO WAGES ; . O. GRAND TOTAL PIT WITHNELD :
' 6997:089 . 699709 32 :70
P. 1declare that tﬂa information herein ls true and correct 1o the best of my knowledge and beliet,
; Praparer’s 'REFERENCE COPY ONLY - DO NOT FILE TO EDD
Signatwrs i Tltle

(Ovwner, Aocountant, Freoaces, sic.}

Date : Phone

iMAIL TO: State of California / Employmemnt Development Despartment / P.O. Box 826288 / Sacrambento, CA 84230-6288

LPE8Re. 3NN -07/02198 10:33 / f




FORM SSA-109:

- SOCIAL SECURITY BENEFIT & .ATEMENT

1996

i Box 1. Nama

+PART OF YOUR SOCIAL SECURITY BENEFITS SHOWN tN BOX 5 MAY BE TAXABLE INCOME.
+ SEE THE REVERSE FOR MORE INFORMATION.

Box 2. Beneliciary's Saclal Securlti Number

T
Box 3. Banelits Pald {n 1996

2, 498, 00

Box 4. Banefits Repald to 8SA in 1996
.00

52

Box s;Net" Bene(ilsil(omgg‘ﬁ (Box 3.minus Box 4)
L | #2,496.00

DESCRIPTION OF AMOUNT IN BOX 3

Paid by check or

direct deposit $2, 436, 0C
Deductions for work ov

other adjustmants $2.00
Total Aaditions $2.458.00

DESCRIPTION OF AMOUNT IN BOX 4

DOCUMENT SERVICE
Doc 2005-18316 (4 pgs)

Ceductions for work or

other adjustments $z.00

Box 6. Address

Box 7. Claim Number (Use this number if you need to contact S5A.)

Form SSA-1099-SM (1-97)

SOCIAL SECURITY ADMINISTRATION
NORTHEASTERN PROGRAM SERYICE CEMTER
I JAMAICA CENTER PLZ

JAMAICA NY 11432-3898

OFFICIAL BUSINESS
PENALTY FOR PRIVATE USE $300

DO NOT RETURN THIS FORM TO $5A OR IRS

e tm e TR e et b

FIRST CLASS MAIL
POSTAGE AND FEES PAID
SQGIAL SECURITY
ADMIMNISTRATION
PERMIT NO. G-11

FRESQRTED

P ]




